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With cyber attacks becomingmore
sophisticated, the Ministry of De-
fence has established a new unit to
equip the Government’s network
defenders with stronger capabili-
ties, while tightening their coordi-
nation.
The new Digital Defence Hub

(DDH), which comes under Min-
def ’s Centre for Strategic Info-
commTechnologies (CSIT), has al-
so been tasked with driving cyber-
security collaboration, bothwithin
the Government and with the pri-
vate sector.
Coordinating Minister for Na-

tional Security K. Shanmugam an-
nounced the new unit on Oct 17 at
TechCon, an annual closed-door
technical conference hosted by
CSIT.
Speaking at the conference, he

said the new unit will focus on de-
veloping and deploying capabili-
ties to support awide range of pub-
lic agencies and missions impor-
tant to national security, such as to
counter advanced persistent
threats (APTs).
APTs are well-resourced attack-

ers, usually state-linked, who lurk
in networks to steal sensitive infor-
mation or disrupt essential servic-
es.
In July, Mr Shanmugam had said

the authorities were dealing with
an ongoing attack on Singapore’s
critical information infrastructure
by UNC3886, an APT group. While
the authorities did not disclose
UNC3886’s sponsors, experts have
linked the group to China.
In his conference speech, Mr

Shanmugam said suspected APT
attacks on Singapore more than
quadrupled between 2021 and
2024. Other forms of digital

threats that can severely disrupt
societies, such as ransomware at-
tacks and digital scams, are also
evolving quickly, he noted.
“The challenges are growing. As

a highly connected and digital so-
ciety, stepping up our digital de-
fence, is a clear priority,” said Mr
Shanmugam, who is also HomeAf-
fairs Minister.
Dr Adrian Tang, who is group di-

rector of the DDH, said the new
unit aims to “better counter high
impact digital threats, especially
particularly advanced persistent
threats against our government
systems and critical infrastruc-
ture”.
The new unit will focus CSIT’s

deep expertise in various technical
areas like cyber threat research,
malware analysis and red-teaming
into better capabilities for public
agencies to defend, investigate and
respond against high-impact cyber
threats, he added.
Red-teaming refers to ethical

hackers simulating cyber attacks
to improve an organisation’s ability
to detect and nullify real attacks.
Set up in 2003, CSIT is the lead

digital technology agency in Min-
def that builds digital tools to meet
the Republic’s national security
needs.
These tools include ACUBE, a

malware analysis platform that au-
tomates and streamlines the study
of malicious software, which helps
security researchers draw rapid in-
sights into malware behaviour for

more effective incident response
and threat hunting.
Another is NEMOS, a threat de-

tection system that uses CSIT’s ex-
pertise for the proactive hunting of
cyber threats across networks.
CSIT, DSO National Laborato-

ries, the Defence Science and
Technology Agency and some
Mindef departments together
form Mindef ’s 6,500-strong de-
fence technology community,
which has been credited with pro-
viding the technological cutting
edge to the Singapore Armed Forc-
es.
At CSIT’s 20th anniversary cele-

bration in 2023, then SeniorMinis-
ter Teo Chee Hean said the agen-
cy’s role had mostly been in the
background for national security
reasons, but that the capabilities it
developed had helped other agen-
cies such as the Ministry of Home
Affairs, the Government Technol-
ogyAgency and theCyber Security
Agency of Singapore (CSA) to de-
fend against malicious threats.
After the SolarWinds attack was

exposed in 2020, CSIT and CSA al-
so worked together to investigate
potential data breaches in Singa-
pore. There was no indication
found that the Republic’s critical
information infrastructure had
been adversely impacted.
SolarWinds, an attack attributed

to aRussian-sponsoredAPTgroup,
had been described by cyber re-
searchers as one of the largest and
most sophisticated the world had
seen to date.
CSIT chief executive Darren Teo

said that as a small countrywith an
outsized digital footprint, Singa-
poreneeds to develop technologies
and capabilities to safeguard its
digital space, to ensure critical dig-
ital services can continue to run re-
liably even while under attack.
“Through the DDH, CSIT will

provide a platform to collaborate in
building capabilities and sharing
intelligence and insights to better
safeguard our digital space,” he
said.
Mr Shanmugam also emphasised

the importance of collaboration in
tackling cyber threats. He said reg-
ular exchanges between govern-
ment agencies and industry part-
ners have helped all parties form a
more complete picture of the
threat landscape and threat actors,
and helped the Government inves-
tigate activities by UNC3886.
“We have to work together be-

cause the attackers, the bad guys,
are increasingly very sophisticat-
ed, and they are able to conceal
their activities,” he said. “And we
need, as it were, many different
brains, many different torches to
shine the light and uncover the ac-
tivities andmake itmuchmore dif-
ficult for the attackers.”

New digital defence unit set up
to tackle cyber-security threats
Mindef unit will
develop capabilities
to support missions
important to
national security
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In his speech at the Tech Conference 2025 at the Conrad Singapore Marina Bay
Hotel on Oct 17, Coordinating Minister for National Security K. Shanmugam said
digital defence is a “clear priority” for Singapore. ST PHOTO: GIN TAY

Residents in Singapore are gener-
ally getting healthier and more
health-conscious, with the preva-
lence of some major ailments dip-
ping or stabilising, and screening

rates and physical activity levels
bouncing back from the Covid-19
pandemic health slump.
Obesity rates and poor mental

health, however, “demand urgent
and collective attention”, said
Health Minister Ong Ye Kung on
Oct 17. This is especially so when it
comes to younger adults.
According to the latest National

Population Health Survey (NPHS),
obesity rates have risen to 12.7 per
cent in 2023-2024, up from 10.5
per cent four years earlier. Worse,
the rate has almost doubled among
those aged 18 to 29, from 6.6 per
cent to 11.6 per cent over the same
period. “This is a worrying sign of
how modern lifestyles – busier,
more sedentary, and digitally dri-

ven – are heightening health risks,”
said Mr Ong, speaking at the Sing-
Health Polyclinics’ (SHP) 25th an-
niversary dinner, where he shared
the latest survey results.
Moreover, about 15 per cent of

residents report poor mental
health. Among those aged 18 to 29
the proportion is higher, at about
one in four – the highest among all

age groups.
The 2024 NPHS reports on the

health, risk factors and lifestyle
practices of Singapore residents
aged between 18 and 74 years old,
tracked through household inter-
views from July 2023 to June 2024.
It also looks at obesity and chronic
disease prevalence measured as
part of health examinations from
July 2022 to August 2024.
To tackle obesity and its accom-

panying health problems, and help
more people prevent chronic con-
ditions such as diabetes andhyper-
tension, the Ministry of Health
(MOH) has implemented various
measures, including the Nutri-

Grade labelling requirements on
pre-packaged and freshly prepared
beverages, spurring the develop-
ment of healthier options.
MOH will extend these require-

ments to key contributors of sodi-
um and saturated fat, including
pre-packed salt, sauces, season-
ings, instant noodles and cooking
oil, from mid-2027.
When it comes to mental health

support services, the Government
has been strengthening efforts, in-
cluding launching the national
mindline 1771 in June, which pro-
vides round-the-clock mental

Obesity, poor mental health of concern;
progress in other areas: S’pore health survey
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TheEnergyMarketAuthority has
granted conditional approval to
Sembcorp Utilities to import 1GW
of low-carbon electricity from
Sarawak to Singapore. The con-
struction of undersea power ca-
bles to supply the electricity will
start by 2026, said the Malaysian
state’s Premier Abang Johari Tun
Openg.

SEE THE BIG STORY • A7

Electricity •
Initial assent for
Sarawak deal

World champ Kobayashi navigates a path

Four-timeworld paraclimbing champion Koichiro Kobayashi showing his skills atMerdekaMonkey: Beyond Sight, Singapore’s largest inclusive climbing event,
held at Outpost Climbing at Crawford Lane on Oct 17. The event featured Singapore’s first blindfolded climbing competition, where 10 teams of sighted and
visually impaired climbers battled it out for the top prize of products and vouchers worth $3,870. ST PHOTO: ARIFFIN JAMAR SEE SPORT • B14

Government contracts in the built
environment sector must include,
from Dec 1, a clause that limits a
consultant’s contractual liability.
This is in response to feedback

that “unlimited liability” in such
contracts places consultants at sig-
nificant risk of financial losses.

SEE THE BIG STORY • A6
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PayNow merchants are not al-
lowed to impose surcharges on
customers for making such trans-
actions.
But for years, Singapore Pools

has been charging a10-cent fee for
each PayNow transaction.
Deputy PrimeMinister Gan Kim

Yong, who is also the Minister for
Trade and Industry and chairman
of the Monetary Authority of Sin-
gapore, said the Association of
Banks in Singapore (ABS), which
owns the PayNow scheme, is en-

gaging Singapore Pools to address
this practice.
DPMGan revealed this in awrit-

ten parliamentary reply on Oct 14
in response to a question by Mr
Alex Yeo (Potong Pasir).
Mr Yeo had asked whether the

Government was aware of any en-
tities, including Singapore Pools,
which are exempt from the rules
prohibiting merchants from im-
posing surcharges for PayNow
transactions.
DPM Gan said ABS has rules

that prohibit merchants from im-
posing a surcharge on customers
who wish to make payments via
PayNow.
He added that transaction fees

for payments received by mer-
chants from end-consumers are
waived by the major retail banks,
while a minimal fee is charged if
the merchant uses additional ser-
vices like notifications for funds
received.
He said there are more than

300,000 businesses in Singapore
registered to use PayNow.
Singapore Pools is the only le-

galised sports, lottery and horse
racing operator in Singapore. It is a
subsidiary of the Tote Board, a
statutory board of the Finance
Ministry.
According to its website, the 10-

cent fee applies for each PayNow
transaction, including bet place-

ment and prize claims.
The Straits Times had asked Sin-

gapore Pools for how long it had
been collecting the 10-cent sur-
charge, how much was collected
and if it intended to refund cus-
tomers.
It did not address these ques-

tions, but its spokeswoman said
the surcharge is not a new prac-
tice, having been introduced be-
fore the surcharge prohibition
rules by ABS.
The ABS rules have been effec-

tive since March 2024.
The spokeswoman added: “All

applicable fees are clearly dis-
closed upfront to customers be-
fore they proceed with a transac-

tion, both through the Singapore
Pools website and app.
“We have been working closely

with our partner banks to review
this arrangement in accordance
with ABS regulations, while en-
suring transaction security and
reliability are not compromised.”
She said Singapore Pools has ex-

isting contracts with its partner
banks that allow for the recovery
of processing costs for payment
transactions.
Singapore Pools generated $12.7

billion in turnover in the 2024/
2025 financial year, an increase
from $12.2 billion in the previous
financial year.
This is the second issue relating

to gambling fees to be highlighted
in Parliament in just over a year.
The issue of entry levies collect-

ed by gambling operators was ad-
dressed in Parliament in 2024,
when a lapse led to Singapore’s
two casinos collecting $4.4 mil-
lion more than was legally al-

lowed.
To enter casinos here, Singapore

citizens and permanent residents
previously needed to pay a daily
entry levy of $100 or an annual en-
try levy of $2,000.
The levies were raised to $150

and $3,000, respectively, on April
4, 2019, after the Casino Control
(Variation of Entry Levies) Order
2019 came into effect.
This was valid for five years.
But the Ministry of Home Af-

fairs overlooked its expiry date,
leading to the casinos collecting
higher entry levies than were per-
mitted by law betweenApril 4 and
May 7, 2024.
MHA said it did not intend to re-

fund any part of the entry levies
collected during the lapse, as it
was always its intention to contin-
uewith the higher entry levies un-
til there was a need to further ad-
just the rates.

Singapore Pools’ 10-cent PayNow fee under scrutiny;
surcharges by merchants prohibited, says DPM Gan
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health support through phone
calls, texts and online chats.
While more people are strug-

glingwith stress, anxiety and isola-
tion, the proportion of those will-
ing to seek help has increased.
For those who were willing to

turn to informal support networks,
the proportion has increased sig-
nificantly, from 78.4 per cent in
2023 to 81.8 per cent in 2024, said
MOH.
Based on the latest results, Sin-

gapore residents are adopting
healthier lifestyles, with total
physical activity and health
screening rates rising and return-
ing to pre-pandemic levels.
For instance, chronic disease

screening rates dipped from 66.3
per cent in 2019 to 62.6 per cent in
2023, although this has gone up to
66.4 per cent in 2024, according to
the latest survey.
Over thepast five years, theprev-

alence of hypertension and dia-
betes has remained relatively sta-
ble, while that of hyperlipidaemia,
referring to high blood cholesterol
levels, saw a sharp decline from
39.1 per cent to 30.5 per cent.
“We hope that over time, this can

translate into fewer strokes and
cardiac arrests that we experience
every day,” saidMrOng,who is also
Coordinating Minister for Social
Policies. Hypertension and hyper-
lipidaemia are both significant
contributors to heart disease and
stroke.
The prevalence of daily smoking

continued its downward trend
from10.6 per cent in 2019 to 8.8 per
cent in 2023, and has now reached
a record low of 8.4 per cent.
More people are getting vacci-

nated against common diseases
too, with a significant improve-
ment in influenza and pneumococ-
cal vaccination rates, from 21.7 per

cent in 2023 to 28.2 per cent in
2024, and 35 per cent in 2023 to
49.7 per cent in 2024, respectively.
Describing these as “meaningful

gains”, Mr Ong emphasised that
strengthening primary care to
work with the community and
building up population health –
the central thrust of the healthcare
strategy – is a very long-term ef-
fort. “It is not a sprint and there are
no immediate results. It is more
like running a marathon; in fact,
multiple marathons,” said Mr Ong,
adding that persevering on this
path hopefully will bring about the
avoidance or delay of debilitating
diseaseswhichbuild up through an
accumulation of bad lifestyle
choices.
The latest NPHS results show

that “Singapore’s steadfast ap-
proach to tackle health risk factors
has yielded positive results”, in-
cluding early signs of positive re-
sults from the population health
strategy of Healthier SG, said Pro-
fessor Teo Yik Ying, dean of NUS’
Saw Swee Hock School of Public
Health.
Nevertheless, “this is a long-

drawn battle, andwe cannot afford

to be complacent”, said Prof Teo,
who noted that as a country with a
high penetration rate of technolo-
gy and a well-travelled populace,
people in Singapore are constantly
exposed to new harms and addic-
tions such as vapes, social media
addiction, vaccine misinformation
and ultra-processed foods.
On obesity, he highlighted the

need to understand the drivers of
the disease, noting that physical
activity levels have increased. Past
surveys, though, have also shown
an upward trend in total caloric in-
take, as well as protein and fats in-
take, which will certainly impact
on the population’s weight gain
and obesity levels.
“So while there are encouraging

signs that our population health
strategies andpolicies areworking,
we need to continue to identify
where we can do better,” said Prof
Teo.
At the dinner held at D’Marquee

in Downtown East, SHP an-
nounced that it will establish its
first TelehealthHub in Eunos Poly-
clinic in the first half of 2026.
In the first year of operation,

more than 58,000 patients are ex-
pected to benefit by having to
make fewer physical visits to the
polyclinics for follow-up checks or
consultations. They can be seen by
doctors, nurses, pharmacists and
allied health professionals without
leaving home.
Ten pods will be set up in Eunos

Polyclinic for healthcare staff from
all 10 SHP polyclinics to provide
virtual care services. Dr Gary
Kang, director for SHP’s regional
clinical services in the east, told
The Straits Times that this will free
up clinic space at all polyclinics for
patients who require in-person
care while SHP expands virtual
care capacity.

yapwq@sph.com.sg
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S’pore residents’ total
physical activity, health
screening rates rising

The National Population Health Survey reports on the
health, risk factors and lifestyle practices of Singapore
residents aged between 18 and 74 years old, and based on
the latest results, this group is adopting healthier
lifestyles. ST PHOTO: BRIAN TEO

Population health results at a glance

WHAT HAS IMPROVED

Source: MINISTRY OF HEALTH’S NATIONAL POPULATION HEALTH SURVEY 2024 ST PHOTO: KUA CHEE SIONG STRAITS TIMES GRAPHICS

AREAS FOR IMPROVEMENT

Obesity rate (%)

10.5

12.7

2019-2020

2023-2024

15

15.4

2023

2024

Prevalence of
poor mental health (%)

Diabetes
prevalence (%)

8.5

9.1

2021-2022

2023-2024

2019

2023

2024

48.2

45.4

44.9

Cervical cancer
screening rate (%)

In�uenza
vaccination rate,
ages 18-74 (%)

2019

2023

2024

17.4

21.7

28.2

Pneumococcal
vaccination uptake rate,
ages 65-74 (%)

2019

2023

2024

10.3

35

49.7
Hyperlipidaemia prevalence (%)

2021-2022

2023-2024

31.9

30.5

Hypertension prevalence (%)

2021-2022

2023-2024

37

33.8

Daily smoking prevalence (%)

2019

2023

2024

10.6

8.8

8.4

Suf�cient total physical activity (%)

2023

2024

78.5

84.7

2019

2023

2024

66.3

62.6

66.4

Chronic disease screening (%)

2019

2023

2024

42

41.7

44.9

Colorectal cancer screening (%)

2019

2023

2024

38.7

34.7

35.2

Breast cancer screening (%)

NO QUICK FIX

It is not a sprint and there
are no immediate results.
It is more like running a
marathon; in fact,
multiple marathons.

”HEALTH MINISTER ONG YE KUNG,emphasising that strengthening
primary care to work with the
community and building up
population health is a long-term
strategy.

Speaking at the SingHealth Polyclinics’ 25th anniversary
dinner at D’Marquee in Downtown East on Oct 17, Health
Minister Ong Ye Kung said that with the prevalence of
hypertension remaining relatively stable, and a sharp
decline in hyperlipidaemia, this will hopefully lead to fewer
strokes and cardiac arrests over time. PHOTO: LIANHE
ZAOBAO
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